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Introduction
The EU General Data Protection Regulation (GDPR), which came into effect on 25th May 2018, has introduced a new framework of rights and duties for the protection of personal data.  The Regulation integrates data privacy laws across Europe and strengthens and extends individuals rights and protections in relation to their personal data.

The Data Protection Act 2018 (DPA) ensures the standards set out in the EU GDPR have effect in the UK.  As well as strengthening some of the requirements of the EU GDPR the DPA also provides some exemptions from the EU GDPR.

When the UK left the European Union on 31st January 2020 the EU GDPR transferred into UK law and became the UK GDPR.

Evora Hospice Care is committed to ensuring that all of our employees, including volunteers, temporary staff, agency, bank staff, doctors and contractors comply with data protection legislation in order to safeguard the integrity and confidentiality of personal data processed by the Hospice.

The priority of Evora Hospice Care will be to ensure the rights and freedoms of individuals are protected before any processing of personal data.  Employees are reminded that failure to comply with data protection legislation not only infringes on individuals rights, but may also result in the loss of reputation, loss of public trust, substantial fines and criminal proceedings against the Hospice and/ or individuals.

Purpose

This Data Protection Policy sets out how Evora Hospice Care collects, uses, stores and protects personal data in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and other relevant legislation.

As a Hospice providing healthcare services and operating as a registered charity, we are committed to protecting the privacy, dignity, and rights of all individuals whose personal data we process.

Scope

This policy applies to: - All employees, volunteers, agency staff, doctors, students and contractors.  All personal data processed by the Charity, whether in paper, electronic, verbal, or other formats.

It covers personal data relating to patients, families and carers, staff, volunteers, donors, supporters, suppliers and other stakeholders.

Definitions

· Personal Data:  Any information relating to an identified or identifiable living individual (Data Subject); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that living person.
· Special Category Data:  Personal data requires additional protection and is further defined in the regulation to mean:  “processing of personal data revealing racial or ethnic origin, political options, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, or biometrics of the purpose of uniquely identifying a living person, data concerning health…”
· Processing: Any operation performed on personal data, including collection, storage, use, sharing or deletion.

· Data Subject:  The individual to whom the personal data relates.

· Data controller:  The organisation that determines the purposes and means of processing personal data. 

For the purposes of UK GDPR, Evora Hospice Care is the Data Controller.

Data Protection Principles

Article 5 of the UK GDPR sets out six principles relating to the processing of personal data which Evora Hospice Care must be able to demonstrate compliance with.  
Personal data shall be:

1. Lawfulness, fairness and transparency - Processed lawfully, fairly and in a transparent manner in relation to individuals 

2. Purpose limitation - Collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes 

3. Data minimisation - Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed 

4. Accuracy - Accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay

5. Storage limitation - Kept in a form which permits identification of data subject for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods in so far as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the UK GDPR in order to safeguard the rights and freedoms of individuals 
6. Integrity and confidentiality - Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measure.

Lawful Bases for Processing

We process personal data only where a lawful basis applies including: 
· Performance of a contact – Processing is necessary for the performance of a contract with the individual, or to take steps at the individuals request before entering into a contract.  This includes using personal data to provide healthcare related services, manage service delivery arrangements, administer funding or grants, and fulfil obligations to staff, volunteers, contractors or service users.

· Legal obligation – Processing is necessary to comply with a legal obligation to which Evora Hospice Care is subject.  This includes obligations under healthcare legislation, safeguarding requirements, employment law, charity law, tax regulations, fundraising regulator, other regulatory authorities or reporting duties to statutory bodies. 
· Consent – the individual has given explicit, informed, and freely given consent for the processing of their personal data for one or more specific purposes.  This is particularly relevant where health or other special category data is processed and where consent is required.  Individuals have the right to withdraw their consent at any time.
· Legitimate interests (where not overridden by individual rights) – Processing is necessary for the charity’s legitimate interests in delivering its charitable objectives, managing operations, and improving healthcare services, provided that such interest is not overridden by the individuals rights and freedoms.  This includes activities such as service improvement, safeguarding, fraud prevention, internal administration, income generation and limited communications where individuals would reasonably expect such use of their data.
For special category data, including health data, we rely on additional conditions under Article 9 UK GDPR, such as: Provision of health or social care, Public interest in public health, explicit consent (where appropriate) and safeguarding of vulnerable individuals.

Types of data we process

Evora Hospice processes personal data in order to, but not limited to:
· Provide health and social care to patients and service users

· Help review the care given and ensure it is of the highest standard, this is done through internal audits and external inspections

· Training and educating staff/volunteers

· Investigating complaints or legal claims

· Preparing statistics on the Hospice activity and performance

· Payment of salaries, sick pay, maternity pay, pension administration etc.

· His Majesty’s Revenue and Customs (HMRC)

· Staff engagement

· Management of sickness absence, maternity leave etc.

· Compliance with legal obligations

· Organising/managing fundraising activities, events, travel, donor campaigns etc.

Evora Hospice processes different categories of personal data depending on the relationship we have with the individual, we may process but not limited to:

· Name
· Address

· Date of birth

· Contact details

· Next of kin/ emergency contact details

· CCTV images

· Bank details

· Employment details

· Education and training details

· Personal identifiers e.g. identification numbers, online identifiers

Evora Hospice processes the following special categories of personal data:

· Health and clinical information/records

· Care plan and treatment records

· Criminal proceedings

Policy Statement

In order to fulfil our obligations under data protection law Evora Hospice care is committed to:

· Making data subjects aware of when we collect personal data about them, and explaining the ways in which the information will be used

· Making data subjects aware of their rights and how they can exercise them

· Ensuring there is a lawful basis for any processing

· Ensuring that processing is fair

· Processing personal data, which is adequate, relevant and limited to what is necessary for the intended purposes

· Ensuring the personal data is accurate and kept up to date

· Retaining personal data only for as long is needed in line with DoH Good Management, Good Records Retention and Disposal Schedule

· Taking appropriate technical and organisational measures to safeguard the integrity and confidentiality of personal data

· Maintaining records of processing activities and organisational compliance

This is achieved through:

· Use of privacy notices and privacy information to inform data subjects wherever the collection and processing of personal data takes place, outlining the purposes for which the date will be used, who it will be shared with, how it will be securely retained, and how individuals may access it
· Efficient handling of subject access requests 

· Identification of a Data Protection Officer with specific operational responsibility for data protection in the Hospice

· Training all staff and volunteers in data protection and information management in order to ensure they understand their obligations

· Operation and regular review of comprehensive procedures for the management and security of Hospice information, regardless of media or format

· Regular monitoring, review and audit of the way in which personal data is collected, stored and used by Evora Hospice Care

· Active use of DHSSPS Good Management, Good Records retention and disposal schedule to ensure information is only retained for as long as is necessary

· Sharing information lawfully and in accordance with the information Commissioner’s Office Data Sharing Code of Practice
· Carrying out data protection impact assessments before we begin any processing of personal data which is likely to result in a high risk to individuals

· Engaging and consulting with the Information Commissioner’s office

· Notifying the Information Commissioner’s office of any reportable personal data breaches within 72 hours of becoming aware and notifying individuals where there is a high risk to their rights and freedoms.

Data Subject rights

Individuals have the following rights under UK GDPR

· Right to be informed – individuals have the right to be told how their personal data is collected, used, stored and shared in a clear and transparent way
· Right of access – Individuals have the right to request a copy of the personal data held about them and to understand how and why it is being used
· Right to rectification – individuals have the right to have inaccurate or incomplete personal data corrected without undue delay
· Right to erasure (where applicable) – Individuals have the right to request the deletion of their personal data where there is no lawful reason for it to be retained
· Right to restrict processing – individuals have the right to request that the processing of their personal data is limited in certain circumstances, such as where accuracy is disputed
· Right to data portability – individuals have the right to receive their personal data in a structured, commonly used, and machine-readable format and to request its transfer to another organisation where applicable
· Right to object – individuals have the right to object to the processing of their personal data in certain circumstances, particularly where processing is based on legitimate interests or used for direct marketing purposes
· Rights relating to automated decision-making and profiling – individuals have the right not to be subject to decisions based solely on automated processing, including profiling, where those decisions have a legal or similarly significant effect.
Requests to exercise these rights must be made in writing and will be responded to within one month, subject to lawful exemptions.

Consent

Where consent is relied upon, it must be: Freely given, specific, informed and unambiguous.  It must be recorded and documented and capable of being withdrawn at any time.

In healthcare contexts, consent to treatment is managed separately from consent for data protection purposes, in line with professional guidance.

Data Sharing and Disclosure

We only share personal data where lawful, necessary, and proportionate.  This may include sharing with: 

· NHS organisations and healthcare professionals, 

· local authorities and safeguarding bodies, 

· regulators and inspectors.  

· Professional advisers and auditors

· IT and data processing service providers

All third-party processors must provide sufficient guarantees regarding data protection and security and operate under written agreements.

Data Security

We implement appropriate technical and organisational measures to protect personal data, including:

· Access controls and role-based permissions

· Encryption and secure IT systems

· Secure storage of paper records

· Staff training and confidentiality obligations

· Clear desk and secure disposal policies

All staff and volunteers must take reasonable steps to prevent unauthorised access, disclosure or loss of data.

Data Retention and Disposal

Personal data is retained only for as long as necessary and in line with our Data Retention Schedule, legal requirements, and healthcare guidelines.  
Data is securely destroyed when no longer required.

Data Breaches

A personal data breach is any incident resulting in the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.

All suspected or actual data breaches must be reported immediately in accordance with our Data Breach Response Procedure.

Where required, we will notify the Information Commissioner’s Office (ICO) within 72 hours and affected individuals without undue delay.

Data Protection Impact Assessments (DPIAs)

We carry out DPIAs where processing is likely to result in a high risk to individuals’ rights and freedoms, particularly for new systems, technologies, or large-scale processing of health data.

Roles and Responsibilities

· Board of Directors:  Overall accountability for data protection compliance

· Chief Executive/Senior Leadership: implementation of this policy

· Data Protection Manager:  monitoring compliance and advising the Hospice

· Staff and volunteers:  compliance with this policy and related procedures

Training and awareness

All employees, contract workers and volunteers receive appropriate data protection training and are required to comply with confidentiality obligations.
Complaints

Individuals who are concerned about how their data is handled should contact Evora Hospice Care in the first instance by either of the following means:
Post

Data Protection Manager

Evora Hospice Care

St Johns House

Courtney Hill

Newry

Co Down

BT34 2EB

Email

DPO@evorahospice.org

Telephone

Ask for Data Protection Manager on 028 302 67711

If not satisfied with Hospice response individuals have the right to complain to the information Commissioner’s Office:

Information Commissioners Office

14 Cromac Place

Belfast 

BT7 2JB

Helpline number: 0303 123 1113

Website: https://www.ico.org.uk/make-a-complaint 
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